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Cgberspace c:omPrises I'T networks,
computer resources, and all the fixed and mobile
devices connected to the global [nternet. A
nation’s c:gberspace IS part of the g]obal
cgborspaco; it cannot be isolated to define its
boundaries since cgberspacc is borderless. T his
is what makes cyborspaco unique. (nlike the

hgsical world that is limited bg goographical
ﬁowldarics in space, land, sea, river waters, and air
cgborsl:)aco can and is continuing to cxPand.
Increased |nternet Pcnotration IS lcading to
growth of cybcrspaco, since its size Is Proportional
to the activities that are carried througl'l it.



Some Major Challenges of
CYber Security

» Convenience/ Functionalities/ Usability vs Security:
Users always pvefer ﬁm and games when compared to
security. A user tends to pick a dancing girl rather than look at

security issues.
* The Internet has become the primary computing
pla‘c(orm:

Evevy applicaﬁon that we use ‘coday is based on the

internet. Even to download the applicaﬁons, we are in need of

internet. This leads to the spread of viruses tlfnrough the internet.




N
* Astronomical data growth: g

Every day, the amount of data that we have keeps on

Increasing. Accovd'mg to statistics, Facebook alone processes 500::.
Ay -

of data every day This much data leads to security issues

Ioecause the concern company may or may not be able to pro‘cec
all of its data. Lo

: Evolving TGChr)olog[es; 3 \

oy

A ¢ Day by day, our world develops its ‘cec’rmo
way or ano‘cher This poses a major thre&tgb be
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* New Technology may bring New Vulnerabilities:

As ‘technology develops, it may Iar'mg new types of problems

that may not yet have solutions.

o Evolving tactics by attackers:

With the developing ’cec’rmology, the attackers have also
deve[oped new tactics to hack and breach security.

» Insufficient cyber security workers:

Among the general pulalic, cyloer security 1s not as popular as
medicine or engineering. People tend to avoid s’tudying tis sulojec’c
even wen pvesen’ced the opportunity. This leads to 'msuﬁcicien’c cyber
security workers. When there are less workers, the attackers tend to 3

increase and there is a serious threat to everyone in the world. \
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